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In this how to | will explain how to setup a Postfix virtual mailserver with Courier-IMAP, Maildrop and Postfix Admin GUI. We will secure our
mailserver with Mailscanner and Clamav as anti-virus and Spamassassin as anti-spam.

3 parts.
- Installation of all software

- Configuration of mail server it self
- Configuration of anti-spam and anti-virus

| have written thistutorial, because it was very difficult to find a decent cehow-tos on how to configure amail server on aLinux distribution like CentOS.
| have written this tutorial for CentOS 4.4 X86_64, but | should work on all CentOS 4.4 distributions (i386, }) and Redhat-like clones.

First of all, it was along painful road to walk, because as you all should know. CentOS is not the most progressive distribution, but never the less avery
secure and stable one.

| nstallation

Let(TM)s start with aminimal installation of CentOS. Look at the tutorial "The Perfect Setup - CentOS 4.4(TM) (
http://www.howtofor ge.com/perfect_setup _centos 4.4), with MySQL up and running.

Next we are going to install all basic needed packages.
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yuminstall rpmbuild pcre-devel

Next comes the Cyrus sasl packages, needed for the encrypted authentication.

yuminstall cyrus-sasl-sqgl cyrus-sasl-devel

Default has CentOS installed a couple of cyrus packages, we need the basic cyrus sasl packages but there are a couple of packages that can be deleted.

yum renpve cyrus-sasl - gssapi . x86_64

We are going to use some packages that can(TM)t be found in the base repository of CentOS. Therefore we add the DAG repository. The DAG repository
isamore progressive, but stable repository for CentOS. Here you can find some extrarpm'’s.

vi /etc/yumrepos. d/ dag.repo

add the following lines.

[dag]

name=Dag RPM Repository for Red Hat Enterprise Linux
baseur| =http://apt.sw.be/redhat/el $rel easever/en/$basearch/dag
gpgcheck=1

enabled=0

By default | have disabled (enabl ed=0) this repository, so you won(TM)t update any packages that you don(TM)t want to.

Next package will be our MTA (mail transport agent). | have chosen for Postfix, instead of the default Sendmail or the Qmail. | find Postfix easy to
configure and stable.

I will install Postfix with MySQL support, because most of the mail server datawill be stored in the MySQL database. This make it easier to maintain and
manage.
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yuminstall --enabl erepo=centosplus postfix

As POP3/IMAP we have chosen for Courier. Again with the same reason, it(TM)s clean, quick and stable. It aso provides MySQL support so that(TM)s
handy. A downsideisthat doesn(TM)t come with Centos, so we are going to build its RPM(TM)s oursel ves.

We start by making a non-root user. Thiswill be needed to build some Courier packages and this user will own al the virtual mail. | have chosen for the
user vmail.

groupadd vmail -g 1001

useradd vmail -u 1001 -g 1001

It might be necessary to add this user temporary to the sudoersfile.

vi /etc/sudoers

add the following line to sudoersfile

vmail ALL=(ALL)ALL

Next we switch to this user
su vmail

sudo yuminstall |ibtool postgresql-devel gdbm devel pam devel expect openl dap-devel

These are dependencies for courier-authlib, so first install these. These should be normally available in the centos base repo.
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sudo yum install gam n-devel openl dap-servers

These are dependencies for courier-imap. These shoud be normally available in the CentOS base repo.
Create RPM build directories

nkdi r $HOVE/ r pm

nkdi r $HOVE/ r pml SOURCES

nkdi r $HOVE/ r pmi SPECS

nkdi r $HOVE/ r pni BUI LD

nkdi r $HOMVE/ r pml SRPVS

nkdi r $HOVE/ r pmi RPVS

nmkdi r $HOVE/ r pml RPVS/ i 386
Finaly:

echo "% topdir $HOVE/ r pni' >> $HOVE/ . r pmracr os
Next we make a directory were we store all our downloads.

nkdi r $HOVE/ downl oads
cd $HOVE/ downl oads

And start downloading the necessary courier packages.

wget http://surfnet.dl.sourceforge. net/sourceforge/courier/courier-authlib-0.58.tar.bz2
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wget http://surfnet.dl.sourceforge. net/sourceforge/courier/courier-imp-4.1.1.tar.bz2

wget http://surfnet.dl.sourceforge. net/sourceforge/courier/mildrop-2.0.2.tar.bz2
Start with installing the authlib. The Courier Authentication Library is a generic authentication API that encapsulates the process of validating account
passwords. In addition to reading the traditional account passwords from/ et ¢/ passwd, the account information can aternatively be obtained from an
LDAP directory; aMySQL or a PostgreSQL database; or a GDBM or aDB file. The Courier authentication library must be installed before building any

Courier packages that needs direct access to mailboxes (in other words, all packages except for courier-sox and courier-analog).

sudo rpnbuild -ta courier-authlib-0.58.tar.bz2

Next enter the root password.
After compiling:

cd $HOVE/ r pml RPMS/ x86_64

Install the ones you need:
sudo rpm--install courier-authlib-0.58-1.x86_64.rpm
sudo rpm--install courier-authlib-devel-0.58-1.x86_64.rpm

sudo rpm--install courier-authlib-mysql-0.58-1.x86_64.rpm

Next we are gonna compile the courier-imap server.

Make sure the your user has WRITE access to $HOVE/ r pn RPMS/ x86_64 and other directories that the build script might need (else sudo chnmod -R 777
$HOVE/ r pml RPMB/ )
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cd $HOVE/ downl oads
rpmbui ld -ta courier-imap-4.1.1.tar.bz2

cd $HOVE/ r pml RPMS/ x86_64

sudo rpm--install courier-imp-4.1.1-1.4.x86_64.rpm

At last we gonnainstall the maildrop, which is used to filter incoming mail and drop it at the correct mail directory.
cd $HOMVE/ downl oads
sudo rpnbuild -ta maildrop-2.0.2.tar.bz2
cd $HOVE/ r pml RPMS/ x86_64
sudo rpm--install maildrop-2.0.2.x86_64.rpm

Create SSL certificatesssL certificates will be used by Postfix (for SMTPS and TLS), Courier (for IMAPS and POP3S) and Apache (for HTTPS).
We store all the certificatesin one directory.

nkdir /usr/local/ssl

cd /usr/local/ssl

Generate the RSA private-key for the server. We don't want a pass phrase on this key, otherwise it will need to be entered every time
courier/apache/postfix starts.

openssl genrsa -out nmil.yourdonain.comkey 1024

CGenerating RSA private key, 1024 bit |ong nodul us
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+H++++

+H++++

e is 65537 (0x10001)

Tighten the permissions on this key file:

chnod 600 nmail . yourdonai n. com key

Generate a certificate request:

openssl req -new -key nail.yourdomain.comkey -out nail.yourdonai n.com csr

You are about to be asked to enter information that wll
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN

be i ncorporated

There are quite a few fields but you can | eave sonme bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.
Country Nanme (2 letter code) [CB]:

State or Province Nane (full nane) [Berkshire]:
Locality Nanme (eg, city) [Newbury]:

Organi zati on Nane (eg, conpany) [My Conpany Ltd]:
Organi zational Unit Nane (eg, section) []:

Conmmon Nane (eg, your name or your server's hostnane) []:

Emai | Address []:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany name []:
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At this point you would send your CSR off to a Certificate Authority for signing (such as Verisign or Thawte) . However if you wanted to do some
in-house testing, we can set ourselves up asa CA, and then sign the CSR ourselves::

Generate RSA private-key for the CA:

openssl genrsa -des3 -out ca. key 1024

Generating RSA private key, 1024 bit |ong nodul us
..................... ++++++

............... ++++++

e is 65537 (0x10001)

Enter pass phrase for ca.key:

Verifying - Enter pass phrase for ca.key:

Tighten permissions on this private key:

chrmod 600 ca. key

Create aself signed CA certificate:

openssl req -new -x509 -days 365 -key ca.key -out ca.crt

Enter pass phrase for ca. key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can | eave some bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank

----- Country Nanme (2 letter code) [GB]
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State or Province Name (full nane) [Berkshire]:

Locality Name (eg, city) [Newbury]:

Organi zati on Nane (eg, conpany) [My Conpany Ltd]:

Organi zational Unit Name (eg, section) []:

Conmon Nane (eg, your name or your server's hostnane) []:
Enmai | Address []:

Use thistest CA to sign our server cert:

openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -set_serial 01 -in nmil.yourdonmain.comcsr -out mail.yourdonain.comcrt

Si gnature ok

subj ect =/ C=AU ST=SoneSt at e/ L=SonePl ace/ O=Test CA Conpany/ QU=SomeG oup/ CN=CA Si gnhi ng Bi z/ ermai | Addr ess=post nast er @owher e
Getting CA Private Key
Enter pass phrase for ca. key:

Combine the server key and certificate into a single file. Postfix and Apache can deal with two separate files, but Courier needs them both in one. To try
and keep things consistent we will use asingle filewith all 3 apps. Create the pem file in the format that courier wants (both the key and the cert in one

file):

cat mail.yourdomai n. com key mail.yourdomai n.comcrt > mail.yourdonai n. com pem

chnod 600 nmail . your donai n. com pem

OK so you should now have something like this:

Is -al

total 36
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dr wxr - Xr - x 2 root root 4096 Nov 28 22:02
drwxr-xr-x 14 root root 4096 Nov 20 21:50 .

SrWr--f-- 1 root root 1371 Nov 28 21:50 ca.crt
SrW- - - 1 root root 963 Nov 28 21:47 ca. key
STWr--r-- 1 root root 1001 Nov 28 21:51 mmil.yourdonmain.comcrt
STWr--F-- 1 root root 773 Nov 28 21:45 mail.yourdonai n. com csr
STW--- - 1 root root 887 Nov 28 21:45 mail.yourdonai n. com key
STW----- - 1 root root 1888 Nov 28 22:02 mmil.yourdonmai n. com pem

Configuration
Make sure you are the ROOT user again and not the mail user (exit or su root).

To make things easy, | would advice to install phpmyadmin (http://www.phpmyadmin.net/). Thiswill make it easier to work with the MySQL database.

| choose to work with Postfix Admin (http://high5.net/page7.html), an excellent PHP, multi-user postfix GUI. Postfix Admin enables: forwarding,
vacation, mailbox creation, |. But you are free to change the structure to what you want. Install Postfix Admin: download the latest package from the
download page. Make sure that you are in your WWW directory and then unarchive the Postfix Admin archive (whatever the filenameis):

tar -zxvf postfixadmn-2.*.*.tgz

Since the database password is stored in the confi g. i nc. php it'sagood idea to change the permissions for Postfix Admin.
cd postfixadnin
chnod 640 *.php *.css
cd post fi xadni n/ adni n/
chnod 640 *. php . ht*

cd postfixadm n/images/
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chnod 640 *.gif *.png

cd postfixadm n/l anguages/
chnod 640 *.|ang

cd postfixadm n/tenpl at es/
chnod 640 *.tpl

cd postfixadm n/users/

chnod 640 *. php

Mysgl db structure

In DATABASE_MYSQL. TXT you can find the table structure for MySQL that you need in order to configure Postfix Admin and Postfix in general to work with
Virtual Domains and Users. In DATABASE_PGSQL. TXT you can find the table structure for PostgreSQL .

nysqgl -u root [-p] < DATABASE MYSQL. TXT

Check the confi g. i nc. php file. There you can specify settings that are relevant to your setup.

Postfix Admin contains 3 views of administration. Thereisthe Site Admin view, located at ht t p: / / www. your donai n. cont post fi xadni n/ adni n/ .
Thereisthe Domain Admin view, located at ht t p: / / www. your donai n. cont post fi xadni n/ . And thereisthe User Admin View, located at

htt p: // www. your domai n. coni post fi xadm n/ users/ .

In order to do theinitial configuration you have to go to the Site Admin view.

The default password for the Site Admin view of Postfix Admin isadni n/ adni n.
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Thisis specified in the . ht passwd filein the/ admi n directory. Make sure that the location of the . ht passwd file matches your path.

Y ou can make a new domain and a test mailbox.

SASL (for SMTP-AUTH)

Next we are going to configure our Postfix so that | will use the authdaemon.

vi /usr/lib64/sasl 2/ snt pd. conf

NOTICE: /usr/lib64/sasl|2/smtpd.conf For i386 architecture please use this: /usr/lib/sasl2/smtpd.conf

chown root.vmail /usr/lib64/sasl 2/sntpd. conf

chnod 640 /usr/lib64/sasl 2/ snt pd. conf

Secure the smtpd config file. Courier's autdaemond socket and pid directory must be readable by Postfix:

chnmod 755 /usr/var/spool / aut hdaenon/
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Postfix > master .cf

Themast er. cf file contains all the directives concerning the daemons and network settings.

vi /etc/postfix/master.cf

We want to make it possible to let user access the SMTP over SSL (smtps), so al we have to do is remove the comment in front of the smtps line like so.
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We also want our postfix to listen on an extra port, because some | SP block the usage of the default smtp port (25). Thisis done to prevent spam. So add
an extrarule right below the first rule of smtp with the port we want to use, in our case port 567. Also make sure your firewall has enabled this port.

#submissioninetn - n - - smtpd¥ -osmtpd etrn restrictions=regect# -0
smtpd_client_restrictions=permit_sas_authenticated,rejectsmtps inetn - n - -  smtpd -0 smtpd _tls wrappermode=yes -0
smtpd_sasl_auth_enable=yes

Make also sure the path to the maildrop binary is correct, so at the bottom of the file change

into

Postfix > main.cf
Themai n. cf file contains al the directives concerning the postfix settings.

vi /etc/postfix/nain.cf
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Next we have to create all mysgl-virtual files, like referenced in the mai n. cf .

Note "hosts = localhost" means Postfix will use sockets, "hosts = 127.0.0.1" means Postfix will use TCP. | would advise to use, sockets are faster than TCP.

My socket islocated / usr /1 ocal / nysql / dat a/ nysql . sock but your mysgl socket can be different. So in my personal host filel would use hosts =
uni x: /usr/ 1l ocal / mysql / dat a/ nysql . sock
but you can usejust hosts = | ocal host .
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vi /etc/postfix/nysql _virtual _alias_maps.cf

vi /etc/postfix/nysql_virtual _donai ns_naps. cf

vi /etc/postfix/nysql _virtual nail box_maps. cf
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vi /etc/postfix/ nysql_virtual _nailbox_|imt_naps. cf

vi /etc/postfix/ nysql _rel ay_donai ns_naps. cf

These files contain our database username/password, so tighten the security a bit:
chown root.postfix /etc/postfix/nysqgl_*.cf
chrnod 640 /etc/postfix/nysqgl_*.cf
Now we need to populate the mynetworksfile. Thisfile lists the IPs that are able to "relay” mail through your server. We put localhost into thisfile, so that

scripts running on this server can relay mail to the internet. For all other users who have mailboxes on your server, when sending mail they can either use
SMTP-AUTH, or aternatively they could set their email client's SMTP server settings to point to their ISP's mail server.
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echo '# Local host' > /etc/postfix/nynetworks
echo '127.0.0.0/8" >>/etc/postfix/nynetworks
echo '' >>/etc/postfix/nynetworks

If you have workstations on a LAN, or other users on the internet with fixed-ip addresses, you can add them here as well, and these users will then be
permitted to relay mail.

echo '# MyConpany bl ocks' >>/etc/postfix/ nynetworks
echo ' XXX. XXX. XxX. Xxxx/ 24" >>/ et c/ post fi x/ mynet wor ks

echo 'yyy.yyy.yyy.yyyl/ 24" >>/etc/ postfix/ mynetworks

Tweak the dliasesfile. These mappings are used for system related mails eg crontab messages, postfix bounces etc.

vi /etc/aliases

root: someone@yourdomain.com

Directory Structure

Asyou know there are two common formats for storage of mail messages. Thefirst oneis Mbox and the other oneis Maildir. Mbox format keeps all mail
messages in a single file which has some disadvantages. Maildir format keeps all mailsin seperate filesin special folders.

In our installation we will use Maildir format. Each user will have amail directory. e.g: you havean email j ohn@est. com Mail directory for this
user will be/ usr/1ocal /vmai |l /test.confjohn. By thisway, all of your userss mail directorieswill be created under their domain directory. Thisis so
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great, you keep users of the same domain under the same directory.
Lets create directory for our virtual system.
nkdi v/ opt/ mai |
chown vrai | :vmail /opt/mail

chrmod 700 /opt/ mail

Courier-authlib
Courier-authlib provides user authentication services to Courier-IMAP, Courier-POP3.

vi /etc/authlib/authdaenonrc

Change the line starting with "authmodulelist=""as below.

vi /etc/authlib/authnysqglrc

Modify it as described below:
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Note: MYSQL_CRYPT_ PWEFIELD line can exist or not. Its existence doesn't cause any problem. Since we are going to put clear text passwords into our database.

Tweak the config to disable some unneeded features:

vi /etc/authlib/authdaenmonrc
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Secure the authmysglrc file:

chrnod 400 /etc/authlib/authmysqglrc

Maildrop
Maildrop provides Postfix with a Maildir++ softquota-compatible way to deliver mail into user's mailboxes.

Note : Instead of using maildrop, many people use the "Postfix VDA" patch instead. This patch hacks the Postfix virtual delivery agent to (supposedly) support Maildir++
softquotas. However | would strongly recommend you don't use that patch! The doco etc for the patch makes it sounds like it does everything you need. However when
you actually inspect the code it is a total debacle zone. There are numerous logic errors - the patch fails to follow the Maildir++ specs, and will cause a ridiculous amount
of needless load on your server. Maildrop does everything correctly, doesn't require the Postfix source code to be patched (which is good for Postfix's security/reliability),
and gives additional features like quota warnings. Maildrop also has the huge bonus of being from the same author as Courier-imap/pop3d/sqwebmail so you are
guaranteed excellent interoperability between all your tools that touch the Maildir.

We want maildrop to send a warning message when the mailbox of the user is amost full.

vi /etc/quot awar nnsg
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Changeinthemast er. cf the maildrop optionslike this:

vi /etc/postfix/master.cf

The-w Noption places a warning message into the maildir if the maildir has a quota setting, and after the message was successfully delivered the maildir
was at least N percent full. The warning message is copied from/ et ¢/ quot awar nnsg with the addition of the "Date:" and "Message-1d:" headers. The
warning is repeated every 24 hours (at least), until the maildir drops below N percent full.  After a change always reload postfix:

/etc/init.d/postfix rel oad
Create/ et ¢/ nai | dr opr ¢ file and save lines below to thisfile if you want to enable maildrop logging.

vi /etc/nuildroprc
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Courier-IMAP / Courier-POP3

We now focus on configuring our |MAP/POP3 daemons.

vi fusr/lib/courier-inap/etc/inmpd
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Please make sure the all the "START(TM) states are YES.

vi /usr/lib/courier-inmap/etc/inmapd-ssl

vi /usr/lib/courier-imp/etc/pop3d
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vi /usr/lib/courier-imp/etc/pop3d-ssl

Starting daemons the normal manner:

/etc/init.d/ nysql.server start
[ usr/ sbi n/ aut hdaenond start

[ usr/sbin/sasl authd start
/usr/lib/courier-imap/libexec/impd.rc start
/usr/lib/courier-imp/libexec/pop3d.rc start

postfix start

CentOS manner:
letc/init.d/ nysql.server start
/etc/init.d/saslauthd start

/etc/init.d/courier-authlib start
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/etc/init.d/ courier-imp start

/etc/init.d/ postfix start

Postfix Admin Tweaking

To create the Maildirs on the disk you will need some commands like, we will be doing this automatically by tweaking the Postfix Admin.
Here are some examples to do it manually.

Create the maildir structure:

mai | di rmake /opt/ mail/testdomain. confuserl

Create the softquotanai | di rsi ze filein the maildir. (If thisfile isn't present, no quotas will be enforced.)

mai | di rmake -qg 20971520S /opt/mail/testdomai n. com user1

mai | di rmake -q N: thisoption set the quota size (N expressed as bytes, in our case 20971520S = 20MB [default quotain db structure])

Notice the S at the end of the bytes.

chnod g-r,o-r /opt/mail/testdomai n. conl userl
chown -R vmail.vmail /opt/mail/testdomain. con userl

Postfix Admin Tweaking

We need to tweak Postfix Admin so that it can work with Maildrop. Here for we needed 2 extra scripts.
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vi /usr/sbin/mildirnmake. sh

This script we will use for automatically creating a mailbox with a certain quota. We also need a script for deleting unwanted mailboxes.

vi /usr/sbin/maildirdel.sh
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We want to execute these scripts through apache.

vi /etc/sudoers

Next we will tweak Postfix Admin. Change both cr eat e_nai | box. php in the main and admin folder.

Change both del et e. php in the main and admin folder.
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And your Postfix Admin now can make the mailbox directories with quota and remove them.
Vacation | nstallYou need to have the following installed to be able to use Virtual Vacation.
- Perl5
- Perl DBI
- Perl DBD::mysql
Else
yuminstall perl perl-DBlI perl-DBD MySQL
Virtual Vacation is done with alocal shell account that can receive email. The email isthen handled by a Perl script which sends the vacation message back

to the sender.

Create adedicated local user account called vacat i on. Thisuser handles al potentially dangerous mail content - that iswhy it should be a separate account.

useradd a€“d /var/spool /vacation -s /sbin/nol ogin vacation

Do not use nobody, and most certainly do not user oot or post fi x. The user will never log in, and can be given a* password and non-existent shell and
home directory.

This should look like this:

cat /etc/passwd

vacation:*:65501:65501::0:0:Virtual V acation:/nonexistent:/shin/nologin
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Create adirectory, for example/ var/ spool / vacat i on, that is accessible only to the vacat i on user. Thisiswhere the vacation script is supposed to store
its temporary files.

nkdi r /var/spool /vacati on

Copy the vacation perl from your VACATION directory in Postfix Admin. Get the latest version (Version 3.2) of vacat i on. pl from the subversion
repository. http://dev.high5.net/tr ac/wiki

cp vacation.pl /var/spool/vacation/vacation.pl

chown -R vacation:vacation /var/spool /vacation/
chrnod 700 /var/spool /vacation/*

Next we need to setup our transport, at the end of mast er. cf add the following:

vi /etc/postfix/master.cf

Tell Postfix to use atransport maps file, so add the following to your Postfix mai n. cf :

vi /etc/postfix/nain.cf
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Then add the transport definition to the newly created transport file. Obviously, change your domai n. comto your own domain. This can be any arbitrary
domain, and it iseasiest if you just choose one that will be used for al your domains.

vi /etc/postfix/transport

Execute post map / et ¢/ postfix/transport to build the hashed database:

post map /etc/ postfix/transport

Change in your Postfix Admin confi g. i nc. php file:

Execute post fi x restart to complete the change:

/etc/init.d/ postfix restart

Queue M anagementy ou might want to view the mailqueue, if some mails are still pending or so.

post queue -p

Time to learn something about a helper application that comes with Postfix: post super. Set amail on hold:
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post super -h MESSAGEI D

Every message has its unique ID provided by Postfix when it accepts amessage. |If you want to address all mailsin the queue use ALL.
When you delete amail it goes like this:

post super -d MESSAGEI D
Delete al mailsin the queue:

post super -d ALL

DebuggingPostfix logging

Postfix daemon processes run in the background, and log problems and normal activity to the syslog daemon. The syslogd process sorts events by class and
severity, and appends them to logfiles. The logging classes, levels and logfile names are usually specified in/ et c/ sysl og. conf . At the very least you need
something like:

vi /etc/sysl og. conf

After changing the sysl og. conf file, send a HUP signal to the syslogd process.
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ps aux | grep sys

r oot 2585 0.0 0.0 3628 632 ? Ss Nov27 0: 00 syslogd -mO0

kill &€“HUP 2585

IMPORTANT: many syslogd implementations will not create files. Y ou must create files before (re)starting syslogd.

IMPORTANT: on Linux you need to put a"-" character before the pathname, e.g., -/ var /1 og/ mai | | og, otherwise the syslogd process will use more
system resources than Postfix.

Another method is to check the postfix config files.

postfix check

egrep '(reject|warning|error|fatal [panic):' /sone/log/file

Thefirst line (postfix check) causes Postfix to report file permission/ownership discrepancies.

The second line looks for problem reports from the mail software, and reports how effective the relay and junk mail access blocks are. This may produce a
lot of output. You will want to apply some postprocessing to eliminate uninteresting information.

The two major log files that you should check are:

- messages (or messages. | 0g)
-maillog -locatedin/var/l og and/or/var/| og/ mai l

Debugging authentication problems
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Courier-authlib includes a couple of debugging tools. These can be handy if you are having problems eg auth'ing via POP3, but aren't sure if its your POP3
config that's broken or whether its actually the courier-authlib that's not working properly.

Display all accounts:

/ usr/ sbi n/ aut henuner at e

Perform atest authentication, and show all values returned from courier-authlib:

[ usr/sbhin/authtest sonmeuser @ourdomai n. com sonepasswor d
A common problem after installing the Courier authentication library is that authentication, using authtest, doesn't work. Below shows how to use courier's
debugging features to pinpoint the problem.
Turn on debugging:

vi /etc/authlib/authdaenonrc

DEBUG_LOGIN=1 # turn on authentication debugging
DEBUG_LOGIN=2 # turn on authentication debugging AND show passwords

This setting islocated at the very end of the configuration file.

After changing this setting, restart the authentication daemon by running the aut hdaenond st op and aut hdaenond st art commands.

/etc/init.d/ courier-authlib restart

At this point, all debugging output goes to syslog at level debug, which is normally not shown. Y ou will probably need to change your / et ¢/ sysl og. conf
file to be able to see these messages. If you have an existing entry which saysmai | . i nf o (which meansfacility mai |, level i nf o or higher) then you can
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just change thisto nai | . debug. Alternatively you can add a new entry like this:

vi /etc.sysl og. conf

*.debug Ivar/log/debug
Don't forget to create thisfile, and to send aHUP signal to syslogd to make it re-read its configuration:

touch /var/| og/ debug

kill -HUP sysl ogd
If you don't want to mess around with your syslog configuration, you can also start authdaemond manually, and log its output to afile:

[ usr/ bi n/ aut hdaenond >fil ename 2>&1

Issue a manual login like listed below.
Debug SMTP

If AUTH s listed you can log in to the server. Thiswill usually allow some things which are normally restricted, for example relaying. Y ou will need to use
your username and password in Base64.

tel net |ocal host 25

AUTH LOG N
334 VXN cnbhbWJ6
bnFt ZQ==
334 UGFzc3dvcnp
u2Vj cnmvo
235 2.0.0 K Authenticated

Copyright © 2007 All Rights Reserved. HowtoForge Page 37 of 49



Virtual Users With Postfix, PostfixAdmin, Courier, Mailscanner, ClamAV On CentOS http://mww.howtofor ge.com/

Debug POP3

tel net | ocal host pop3

user USERNAME
pass PASSWORD
st at
qui t
Y ou can see if your POP3 server isworking correctly. It should give back +OK Hel I o there. (Typequit to get back to the Linux shell.)

Debug IMAP

tel net | ocal host inmap

a | ogi n USERNAME PASSWORD
a exam ne i nbox
a | ogout

Debug POP3 over SSL

openssl s_client -connect x.X.X.x:995

(Then use same commands as in POP3 example.)

Debug IMAP over SSL

openssl s_client -connect x.X.Xx.x:993
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(Then use same commands asin IMAP example.)
Debug Maildrop

mai | drop -V9 -d soneone@our donmai n. com

mai | drop: authlib: groupi d=1001
mai | drop: authlib: userid=1001

mai | drop: authlib: | ognanme=sonmeone@our domai n. com hone=/var/vmail, mail =yourdonai n.conis/soneone/ Mail dir/
mai | drop: Changing to /opt/mail
<press CTRL-D here>

Problems/ Errors

After changing valuesin config files, please make sure that you restart the daemon in charge of these config files to reload your changed config file.

error: Failed build dependencies: /usr/include/fam.h is needed by courier-imap-4.1.1-1.4.i386

sudo yuminstall gam n-devel

error: Failed dependencies: /usr/local/bin/perl is needed by courier-imap-4.1.1-1.4.i386

export PATH=/bin:/usr/bin

error: Failed build dependencies: pcre-devel is needed by maildrop-2.0.2-1.x86 64

sudo yuminstall pcre-devel

configure: WARNING: === Do not compile Courier-IMAP as root. Compile
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configure: WARNING: === Courier-IMAP as a non-root user then su to
configure: WARNING: === root before running make install. You must now
configure: WARNING: === remove this entire directory and then extract the
configure: WARNING: === source code from the tarball as a non-root user
configure: WARNING: === and rerun the configure script. If you have read
configure: WARNING: === the INSTALL file you should have known this. So

configure:

WARNING: === you better read INSTALL again.

configure:

error: aborted.

error: Bad exit status from /var/tmp/rpm-tmp.46388 (%prep)

Do not run asroot so try again. First remove old build dir:

sudo rm - Rf $HOVE/ r pmf BUI LD/ couri er-i map-4. 1. 1/

rpmbuild -ta courier-imap-4.1.1.tar. bz2

http://mww.howtofor ge.com/

error:_make: *** No rule to make target "%{ smp_mflags}. Stop. error: Bad exit status from /var/tmp/rpm-tmp.XXXX (%build) This error can occur with the

courier-authlib,the courier-imap and maildrop, so please change accordingly.

cd $HOVE/ downl oads

cp courier-authlib-0.58.tar.bz2 $HOVE r pmi SOURCES

bunzi p2 couri er-authlib-0.**

tar xvf courier-authlib-0.** tar

cd courier-authlib-0.**

vi courier-authlib. spec
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In the . spec file, change:
to

First clean out the old build data before rebuilding:

sudo rm - Rf $HOME/ r pml BUI LDY cour i er - aut hl i b- 0. 58/
sudo rm - Rf $HOME/ r pml SPECS/ cour i er - aut hl i b. spec
cp courier-authlib.spec $HOVE/ r pmf SPECS

cd $HOVE/ r pml SPECS

sudo rpnbuild -bb courier-authlib.spec

courier-imap can(TM)t be build with SUDO but just as plain user.

error: "File not found by glob:" /var/tmp/courier-authlib-XXX/usr/local/etc/init.d/*

sudo vi /usr/lib/rpm macros

In/usr/1ib/rpm macros, change
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to

lusr/sbin/postconf: /usr/lib64/mysql/libmysglclient.so0.14: no version information available (required by /usr/sbin/postconf)

vi /etc/ld.so.conf

Add asfirst your path to the mysqgl lib directory (inmy case/ usr/1ocal / mysql/1ib/ nysql).

Somy | d. so. conf lookslikethis:

Make sure your mysgl lib location comes before the include.

After this save the fileand do a

| dconfig

ERR: authdaemon: s_connect() failed: Permission denied /usr/bin/maildrop: Temporary authentication failure

Courier Maildrop will get this message when the user running the maildrop program has no access to the socket that authdeamon isrunning. The socket is
usually located at:

[ usr/var/ spool / aut hdaenon/

Check its permissions.
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|'s a€*“al /usr/var/spool/

If it'svmail that's trying to run maildrop make sure/ et ¢/ post f i x/ mast er . cf has the user running maildrop as the one that has access to the socket
mentioned above.

chown vmail . daenon /usr/var/spool / aut hdaenon/

SMPT Problem

Sometimes your ISP provider may block all traffic directed to port 25. So you need to add an extra port in your master.cf file

vi /etc/postfix/master.cf

In my case | added the port 567 besides the normal SMTP port (25).
Make sure your firewall has opened this port.

/etc/init.d/ postfix restart
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warning: unknown smtpd restriction: "reject_invalid _helo _hostname"

For Postfix Version < 2.3 changein themai n. cf file reject_invalid_hel o_hostname to reject_inval i d_host nane:

vi /etc/postfix/main.cf

sgl_select option missing auxpropfunc error no mechanism available Make sure you are working with the correct smtpd.conf file. If working on a X86_64 machine.
Please use the /usr/lib64/sasl2/smtpd.conf file.

Module 10::Multiplex is required for Multiplex

yuminstall --enabl erepo=dag perl-Net-Server perl-10 Miltiplex
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M ailscanner

Mail Scanner is an open-source E-mail program to secure against spam and viruses. | prefer it above amavisd, because it has clamav and spamassin support
built in and it(TM)s easier to configure and to maintain.

Before beginning with the installation of Mailscanner, make sure your Postfix version is all working. Stop Postfix using the command:

/etc/init.d/ postfix stop

Make sure you have the chroot jail set upin/ var/ spool / post fi x. You should be ableto seeet c, usr and i b directoriesinside/ var/ spool / post fi x).
If you haven't got the chroot jail setup already, then ook in the exanpl es directory of the Postfix documentation and you will find a script in there to set up
it up for your operating system. If you can't find that, then see the "Problems or Errors® section further down this page.

sh postfix-chroot.sh enable

warning: SASL authentication failure: cannot connect to Courier authdaemond: No such file or directory Move saslauthd's socket dir inside Postfix's chroot and create a
link to keep everybody happy:

nmkdi r /var/spool / postfi x/usr/var
nmkdi r /var/spool / postfix/usr/var/spool
mv /usr/var/ spool / aut hdaenon/ /var/spool / postfi x/usr/var/spool / aut hdaenon

In -s /var/spool / postfix/usr/var/spool / aut hdaenon/ /usr/var/spool / aut hdaenon

Restart Postfix and start saslauthd:

/etc/init.d/ postfix restart
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/etc/init.d/saslauthd start

At this point, things change from the setup for other MTAs as we can make it run with just one copy of Postfix, and let Postfix do the "split MTA" setup
forus. Inthe Postfix configuration file/ et ¢/ post fi x/ mai n. cf add thisline:

vi /etc/postfix/main.cf

Inthefile/ et ¢/ post fi x/ header _checks add thisline:

vi /etc/postfix/header_check

The effect of thisisto tell Postfix to move al messagesto the HOLD queue.

Inyour Mai | Scanner . conf file (probably in/ et c/ Mai | Scanner or/ opt/ Mai | Scanner/ et c), there are five settings you need to change. They are all
really near the top of thefile. The settings are:

vi /etc/ Mail Scanner/ Mai | Scanner . conf
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Y ou will need to ensure that the user post fi x can writeto/ var/ spool / Mai | Scanner /i nconi ng and / var / spool / Mai | Scanner/ quar ant i ne:

chown postfix.postfix /var/spool/Mil Scanner/incom ng

chown postfix.postfix /var/spool/Mil Scanner/ quaranti ne
If you upgrade your copy of Mail Scanner, unfortunately these directories will be changed back to being owned by root, so you will have to do those two
commands again.

/etc/rc.d/init.d/ Mail Scanner start

That(TM)s it for mailscanner, you can config to your personal needs by edditing the/ et ¢/ Mai | scanner/ Mai | Scanner . conf .
Perl ClamAV and Spamassassin Module

The easiest way to install ClamAV and Spamassassin is to download the latest Perl ClamAV - Spamassassin install script for mail scanner from
http://www.mailscanner.info/downloads.html (http://www.mailscanner.info/files/4/install-Clam-0.88.7-SA-3.1.7.tar.gz):

wget http://ww. mail scanner.info/files/4/install-Cam0.88.7-SA-3.1.7.tar.gz
tar -xvzf install-Cdam0.88.7-SA-3.1.7.tar.gz

cd install-Cam0.88.7-SA-3.1.7

sh install.sh

/etc/rc.d/init.d/ Mail Scanner start
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And you are all set and good to go for fighting spam and virus mails.

Razor Agent
Download latest razor-agents-sdk and razor-agents.

wget http://surfnet.dl.sourceforge. net/sourceforge/razor/razor-agents-sdk-2.07.tar.bz2

wget http://surfnet.dl.sourceforge.net/sourceforge/razor/razor-agents-2.82.tar.bz2

Unzip and untar the packages:
bunzi p2 razor-agents-sdk-2.07.tar.bz2
bunzi p2 razor-agents-2.82.tar. bz2
tar -xf razor-agents-sdk-2.07.tar

tar -xf razor-agents-2.82.tar

Build the razor sdk:
cd razor-agent s-sdk-2.07.tar
perl Makefile.PL
make
make test

make install
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Build the razor agent:
cd razor-agents-2. 82
perl Makefile.PL
make
make test

make install

Rulesdu jour
Download latest Rules du jour package and unpack:
wget http://wwv fsl.com support/Rul es_Du_Jour.tar.gz

tar -xzf Rules_Du_Jour.tar.gz

cd rul es_du_j our/

sh install.sh
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